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Decision/action requested

Endorse proposal below ("The requirements 1-4 in Table 1 are out of scope for the SCAS.")
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3GPP TS 33.501 "Security architecture and procedures for 5G system"
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Rationale

3.1
Introduction
The Security Assurance Methodology for 3GPP products TR 33.916 [1] describes, among other things, how to create Security Assurance Specifications (SCASs). Specifically, clause 5.2.3.2 of TR 33.916 [1] describes how to incorporate security requirements from existing 3GPP TSs. Requirements are classified into three categories, where only requirements of category 2 and 3 may result in SCAS tests.
In this document, we follow the methodology in TR 33.916 [1] and analyse existing requirements on the AUSF contained in TS 33.501 [2].

3.2
Analysis
3.2.1
Collection of requirements on the AUSF in TS 33.501
As first step, we scanned through TS 33.501 [2] to identify requirements on the AUSF. The easiest requirements to identify are the ones in clause 5.8a "Requirements on AUSF". However, there could be more requirements on the AUSF hidden in other parts of the specification. We included one requirement of this kind. Table 1 below lists the the requirements on the AUSF in TS 33.501 that we identified in this process.
	Number
	Clause
	Requirement

	1
	5.8a
	The Authentication server function (AUSF) shall handle authentication requests for both, 3GPP access and non-3GPP access.

	2
	5.8a
	The AUSF shall provide SUPI to the VPLMN only after authentication confirmation if authentication request with SUCI was sent by VPLMN.

	3
	5.8a
	The AUSF shall inform the UDM that a successful or unsuccessful authentication of a subscriber has occurred.

	4
	6.1.4.1a
	The AUSF shall inform UDM about the result and time of an authentication procedure with a UE using a Nudm_UEAuthentication_ResultConfirmation Request.


Table 1: Requirements on the AUSF in TS 33.501

It is important to point out that Table 1 does not list all the requirements on the AUSF in TS 33.501. However, we claim that the requirements listed in Table 1 are illustrative examples for the process of identifying requirements relevant to SCAS.
3.2.2
Analysis of the requirements

3.2.2.1
Analysis of Requirement 1

Requirement 1 from clause 5.8a in TS 33.501 [2] states that "The Authentication server function (AUSF) shall handle authentication requests for both, 3GPP access and non-3GPP access."

The requirement to handle authentication requests for both 3GPP access and non-3GPP access is necessary for secure interoperability between nodes, requires a certain positive behaviour of a 3GPP function and is not related to implementation only. Hence this requirement belongs to Category 1. It should be already covered by interoperability testing and is out of scope for the SCAS.
3.2.2.2
Analysis of Requirement 2

Requirement 2 from clause 5.8a in TS 33.501 [2] states that "The AUSF shall provide SUPI to the VPLMN only after authentication confirmation if authentication request with SUCI was sent by VPLMN."

The requirement to provide the SUPI to the VPLMN after authentication confirmation is built into the authentication procedures specified in clause 6.1.3 of TS 33.501 [2]. Hence it is a requirement necessary for secure interoperability between nodes, requires a certain positive behaviour of a 3GPP function and is not related to implementation only. It follows that the requirement belongs to Category 1 and out of scope for the SCAS.
3.2.2.3
Analysis of Requirement 3

Requirement 3 from clause 5.8a in TS 33.501 [2] states that "The AUSF shall inform the UDM that a successful or unsuccessful authentication of a subscriber has occurred."

The requirement to inform the UDM that a successful or unsuccessful authentication of a subscriber has occurred is a requirement necessary for secure interoperability between nodes, requires a certain positive behaviour of a 3GPP function and is not related to implementation only. It follows that the requirement belongs to Category 1 and out of scope for the SCAS.
3.2.2.4
Analysis of Requirement 4
Requirement 4 from clause 6.1.4.1a in TS 33.501 [2] states that "The AUSF shall inform UDM about the result and time of an authentication procedure with a UE using a Nudm_UEAuthentication_ResultConfirmation Request."

This requirement is very similar to Requirement 3. The same argumentation and result apply.
3.2.3
Summary of the requirement analysis
	Number
	Clause
	Requirement
	Category
	In scope of SCAS?

	1
	5.8a
	The Authentication server function (AUSF) shall handle authentication requests for both, 3GPP access and non-3GPP access.
	1
	no

	2
	5.8a
	The AUSF shall provide SUPI to the VPLMN only after authentication confirmation if authentication request with SUCI was sent by VPLMN.
	1
	no

	3
	5.8a
	The AUSF shall inform the UDM that a successful or unsuccessful authentication of a subscriber has occurred.
	1
	no

	4
	6.1.4.1a
	The AUSF shall inform UDM about the result and time of an authentication procedure with a UE using a Nudm_UEAuthentication_ResultConfirmation Request.
	1
	no


Table 2: Summary of the requirement analysis

4
Detailed proposal

Proposal: The requirements 1-4 in Table 1 are out of scope for the SCAS.
